Securing the and
Architecture

A practical guide to implementing Role-Based Access
Control (RBAC) beyond the front door.

p.s., keep learning!
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The Critical Split Between Identity and Permission

PASSPORT

3

Authentication (AuthN) Authorization (AuthZ)
Who are you, and can you prove it? What are you allowed to do now that you are inside?
Handled by Passport.js and sessions. Like getting your Sitting in the pilot's seat requires specific operational
boarding pass and entering the airport terminal. clearance, independent of your boarding pass.

Professor Solo: If you configure authentication but forget authorization, you assume ‘Logged in" automatically
equals ‘Root Administrator.’ This is how databases get mysteriously wiped on a Friday afternoon.
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Replacing Fragile Checkboxes with Scalable Roles

The Scaling Problem (ACL):
e

Assigning discrete boolean permissions directly
to individual users creates unmanageable
database bloat and migration nightmares.
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) Introduce an abstraction layer.
DELETE
HEIRS A role is simply a label that inherently implies a
BAN set of capabilities.

USERS
EDIT Update the role rules centrally, and all users
CONTENT inherit the changes instantly.
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Architecting the Capability Boundaries
— BT
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CE USER (The Default) o8 MODERATOR (The Helper) -+ ADMIN (Root Access)
Has a valid session but no Allowed past the /admin velvet Unrestricted, universal access.
administrative privileges. rope to read and update data, Capable of bypassing
Restricted strictly to public- but strictly prohibited from restrictions and executing full
facing application features. destructive deletion. destructive deletions.

T.A. Watts Note: Do not create a fictional “Senior Content Vice
President” role. Keep it simple. Always default to minimum privilege.
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Layer 1: Stamping the Database Passport

- The role must be a persistent physical
stamp tracked in the database document.

- The enum array acts as a rigid
role: { database-level spellchecker. Mongoose

type: String, will throw a validation error if an invalid
enum: ["USER", "MODERATOR", "ADMIN"], role is assigned.

default: "USER"

¥ - The default: 'USER' ensures new
registrations safely land at the lowest,
non-destructive tier.

p.S., keep learninal
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Layer 2: Constructing the Middleware Guards

// Guard 1: Must be logged 1n
function ensureAuth(req, res, next) {
if (req.user) return next();
return res.redirect("/login");

}.
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function allowRoles(...allowed) {

return (req, res, next) => {
if (!reg.user) return res.redirect("/login");
if (allowed.includes(req.user.role)) return next();
return res.status(403).send("Forbidden");
e
}

Utilizing the spread operator (. . .allowed) allows us to dynamically evaluate
the incoming req.user.role against an array of approved strings.

P.S., keep |learninnl
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Layer 3: The Dual-Wall Router Architecture

Incoming Request
const adminRouter = express.Router();

// Wall 1: Rej Ullau LIl L
adminRouter.use(ensureAuth);

ensureAuth Wall

I'Il B ject n,a

aﬂmihRouter.use(allowﬁoléé(“MbﬁERATdR", "ADMIN") )

allowRoles Wall

=

" Rol elow are mathematically protecte
admlnRouter get(”/dashhoard", renderDashboard)

Controller Execution

Cascading middleware guarantees that a standard USER can never

accidentally stumble into the backend architecture. , o oen jearninas
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Navigating Fail States and Destructive Actions

401 Unauthenticated

.

The system doesn’t know o000 Midnight Graphite
who you are.

" 1In 1 ctina 3 taraeted role over r" e expl] it .
UX Response: Redirect admlﬂRUUter Dﬂat( /usersf 1d/delete

403 Forbidden );

v

The system knows who you are,
but you don’t belong here.

v

UX Response: Stop the request,
render an Access Denied error.

deleteU5er

p.S., keep learninal
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Layer 4: Securing Individual Resources via Ownership

5.0 0 4[]3 Forbidden
S uwner

v :I» e

s Admin?

Midnight Graphite

const isOwner = Striﬂg(resuufce.userld) === String(req.user._id);
const isAdmin = req.user.role === "ADMIN";

403 Forbidden

if ('150wner Lf 'isAdmin) {
return res.status(403).send("Forbidden: Not your resource.");

¥

Edge Case Fix: Comparing Mongoose Objectlds natively with === falls.
Always utilize String(id) or .equals() to guarantee accurate validatighs  keep learninat
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Layer 5: Injecting Context for View-Level Gating

Midnight Graphite

1. Controller (SEWEI’ LOQIC) res.locals.canDelete = req.user.role === "ADMIN";

res.render("admin/users/index");

00 Midnight Graphite

<% 1f (canDelete) { %>
: . <form action="/admin/users/<%= user._id %>/delete"” method="POST">
2. EJS View (Dynamic Ul) <button class="btn btn-danger">Delete</button>
</form>
<% } >

Do not evaluate complex role logic directly inside EJS templates. Offload the logic into
the server-side controller, strictly passing clean booleans into the view context.

p.S., keep learninal
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Visual Alignment is for
UX, Not Security

- Ul gating is purely user experience alignment.
Hiding a ‘Delete’ button prevents accidental
clicks, but it does not stop a malicious actor.

- An attacker can trigger the underlying
POST request utilizing an API tool like
Postman, bypassing the browser entirely.

- The Express middleware serves as the
concrete security wall. The EJS Ul gating
simply serves as the visual curtain.

p.s., keep learning!
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Common Mistakes and Architectural Fixes
Professor Solo’s Fixes

Mistake: Trusting a client-submitted role from a registration form.
Fix: Whitelist roles on the server and entirely ignore role payloads submitted from public forms.

Mistake: Checking req.user.role natively inside 50 different route handlers.

Fix: Deploy centralized generic middleware over routers instead of scattering spaghetti logic.

Mistake: Middleware mounted in the wrong order.
Fix: Mount guards globally using router.use() before your protected routes, not after them.

p.S., keep learninal
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“Every user, program, or system should
be granted only the absolute minimum
permissions strictly necessary to
execute its function.”

- Default all new accounts to USER.
- Never assign ADMIN access merely for convenience.

p.s., keep learning!



Role Mapping

m View Public Pages

View /admin,
Everything +
m

RBAC Quick Map & Authorization Pit Stop

Troubleshooting Broken Routes

z s req.user physically present?
(AuthN passing?)

z s the role string exactly matching
the allowed array?

E Is the middleware actually
mounted where you think it is?

z Are you returning the correct
status code (401 vs 403)?

p.S., keep learninal
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The Perimeter is Secured

You have successfully separated identity from capability. Your architecture
is now mathematically defended against unauthorized escalation, and your
database is safe from the Friday afternoon intern.
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